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Problem Description @

More and more applications are provided by cloud providers as SaaS from globally distributed data centers. Normally, this offers easy
application deployment. However, it also brings new error sources that can affect application performance. For example, latency issues
can lead to sluggish applications and even timeouts in those applications. With packet loss, similar behavior occurs, and

retransmissions are visible.

Real-time applications, particularly video conferencing via Microsoft Teams or WebEx, react very sensitively to such error patterns.
High latencies also negatively affect application performance in legacy applications with direct sequential database queries over a
WAN link.

If applications freeze up, this is in many cases due to TCP Zero Windows. When this happens, the network has transmitted the user

data correctly, but the server or client cannot process it further due to local performance limitations.

In addition, SD-WAN solutions with a combination of WAN links with different bandwidth, packet loss, and latency characteristics are
increasingly being used. If, despite positive representations in the associated management solutions, application performance is not
satisfactory, a familiar game quickly gets underway: finger-pointing between those responsible for the application, client, server, and

network,

Profitap IOTA wants to counteract this by simplifying troubleshooting with intuitive dashboards and

reliable traffic capture.

Troubleshooting Workflow O

The following example gives a step-by-step overview of how an analysis of reduced application performance can be

done with Profitap IOTA. The example used is a sluggish and freezing Office 365 application.

As the first step, we need to configure the physical interface. To do this, we navigate to the Capture menu in the left

menu tree, and then to the Interface Configuration page.

In the configuration shown, the interface is configured in SPAN mode with 10/100/1000 Mbit/s Auto-Negotiation, so

both physical interfaces can receive traffic to be analyzed from a SPAN port or a TAP.
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If the IOTA is to be integrated inline in the data stream, the box next to Inline Mode must be checked and

the Save button clicked.

& Interface Configuration

Available Interfaces OTA-1G [e8:eb:1b:

Capture Statistics Device

SW Dropped Packets State

Capture Control
HW Dropped Packets 0 Port A

Interface Configuration
CRC Error Packets 3 Port B
Used Cache 0 Bytes Driver Version
Maximum Cache 100 MB SW Firmware Version
Bytes Written 6.6 GB HW Firmware Version
Files Written 190 CMD Utility Version

Time 07/03/2023 19:25:53 API Version

Port Control Port Status Capture Features Firmware

% PortA Down

1000TX-FD
100TX-HD 10TX-FD
10TX Autonegotiation tiation

mmetri

. « Save

https://192.168.178.30/aprofitap-iota-capture-app/interface-config

Figure 1: Configuration of the physical interfaces. In this case, 10/100/1000 Mbit/s Auto-Negotiation in SPAN mode

After we have prepared the physical interface, we connect the corresponding cables and start the capture process on the Capture

Control page by clicking the Start Capture button.

>
) Capture

&) Capture Control rterface Configuratior
Capture
e Capture Interfaces
Interface Configuration  10TA-1G - e8:eb:1b:38:9d:de
State: ide Bytes Written: Files Written:
SW Dropped Packets: HW Dropped Packets:
CRC Error Packets: Used Cache:

Traffic Flow Analysis

State: O Unsubscribe Analyzer Queue: Ofiles & Delete

Bandwidth Analysis

State: 0 Unsubscribe Analyzer Queue: 0files @ Delete

Capture Files Export

state: O Subscribe Exporting Queue: 0files B Delete
Protocol: Last Error: -

Destination Host:

Authentication:

Error Policy:

. O Start Capture. O Stop Capture

https://192.168.178.30/a/profitap-iota-capture-app/capture-control

!

Figure 2. Starting the capture via the “Start Capture” button on the “Capture Control” page
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First, we set a filter on the Overview dashboard for the Office 365 application and the source IP address of the affected client.

This allows us to quickly narrow down the affected communication relationship

83 Overview D Las
©  Fitr APPLCATION = Office365 AND IP.SRC = 19216817626 P . B mex641GB k4 = Navigate

Flow Diagram Total bit/s (average 5m interval)

140 Mb/s
120 Mot
100 Mb

80 Mb/s
60 Mb/s
40 Mo/

20 Mb/s
827, =
106.50,55 1430 1445 1500 1515 1530 1545 1600 1615 1630 1645 1700 1715 17:30 1745 1800 1815 1830 1845 1900 1915 1930 1945 20:00
131076165

52100.88.85 New Flow/s (average 5m interval)
® 204.79.197.205

® 2038 165,55,
o

75214

0 1445 1500 1515 1530 1545 1600 1615 1630 1645 17:00 1715 1730 1745 1800 1815 1830 1845 1900 1915 19:30 1945 2000

List of Flows
Client IP d Protocol A on Client Port
1Pv4 TCP SSL 192.168.178.26 40.99.157.18 c Office 365 52290
1Pv4 TCP SSL 192.168.178.26 23.36.163.230 Office 365
1Pv4 TCP SSL 192.168.178.26 52113.194.132 C Office 365 3 117 min
1Pv4 TCP SSL 192.168.178.26 52100.8.86 Office 365 PLIT

1Pv4 TCP SSL 192.168.178.26 40.99.150.146 1 Office 365 3 186 ms

Figure 3: Filter on Office 365 and source IP address of the client, in this case, 192.168.178.26.

Since Office 365 establishes TCP communication on port 443 (HTTPS) to the respective target server, we focus on this
communication pattern. To do this, we switch to the TCP Analysis dashboard via the Navigate menu in

the upper right corner of the screen.

@ Last 6 hours

In the TCP Analysis dashboard, we immediately recognize the
strong spike of the initial round trip time to the server '52.111.232.11 max 6.41GiB k4 = Navigate
and the server hostname 'messaging.engagement.office.com’ using Analysis Sessions
the descending iRTT sorting. Application Overview

Bandwidth

DNS Overview

HTTP Overview

Local Assets

Microburst

Modbus Overview

Overview

SSL/TLS Overview
) ./ \_ TCP Analysis
45 19:00 19 VolP

Figure 4: Switch to TCP Analysis.
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88 TCP Analysis ¥ &
@ Fiter  APPLIGATION Office365 AND IP.SRG - 19216817826 + OR OR +  TCPAmlysis All v @ max641GB k4 = Navigate

TCP flows overview
tIP Server IP Country Server hostname  Client port  Ser

192.168.178.26 52111.232.11 messaging.engagement.offic.. 52341 3 8.44Kk8
192.168.178.26 52100886 nexusrulesofficeapps live.com 52327 89.3kB
192.168.178.26 52111.209.6 us 52954 3 4 41.0k8
192.168.178.26 52109.76.0 mrodevicemgrofficeapps live 52822 796 kB
192.168.178.26 52100.76.0 S mrodevicemgr.officeapps live 2 3 7.66 kB
192.168.178.26 52.109.88.85 ocws.officeapps live.com 3 1.6k8
192.168.178.26 52.100.88.193 S odc.officeapps live.com 5 3 8.00kB
192.168.178.26 40.99.150.146 567c89¢2a5724€6296e45539. 2 6.99 kB

192.168.178.26 13.107.9.171 S waconafd.officeapps.live.com 3 7.93kB

[ ]
[ ]
®
®
®
[ ]
(]
®
[ ]
[ ]

192.168.178.26 09.28.107 roaming officeapps.live.com 16.5k8

o -
> TCP - Events
> Bandwidth
Latency
TCP latency (per 205 interval)

500 ms

100 = Min(RTT)

300ms Concurrent flows (

200ms

Figure 5! “TCP Analysis” dashboard,

To identify possible bandwidth bottlenecks, bandwidth graphs are available in the TCP Analysis dashboard. These show the total

TCP bandwidth used for the data recorded in the interval and a display and listing for each application.

Low bandwidth usage can be caused by missing window scaling flags in the TCP header, for example, or simply by other

transmissions that are transported in parallel over the same connection and share the available bandwidth.

~ Bandwidth

TCP Bandwidth (average 10s interval)

Min Max Mean
Upload 3.47kb/s 769kb/s 121 kb/s

/
80 Mb/s == Download 283kb/s B2.5Mb/s 7.04Mb/s

19:10 19:15

TCP Bandwidth per application (Top 10 per 15s average interval)

Max
Total 82.4Mb/s
- Office 365 81.9Mb/s
== Windows Store 66.1 Mb/s
GitHub 11.4 Mb/s
e - sSL 5.37 Mb/s
Microsoft PowerpPoint 335Mb/s
== 0S update 1.66 Mb/s
20 Mb/s

Microsoft Outlook 1.57 Mb/s

== Amazon Cloud 983 kb/s

1920 == Microsoft Services 365 kb/s

Figure 6: Bandwidth graphs of the “TCP Analysis” dashboard. The upper graph displays the total bandwidth and below
the bandwidth per application.
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88 Flow Details ¥

Bosoke ki © = Navigate

Flow Detail Packats Structure

A . ” " . tE6:3E:94 192.168.178.26 |52341  TLS_ECDHE_RSA WITH_AES_256_GCM_SHAJ84  Business
192.168.178.26 52.111.232.11 : 70:62 | 52.111.232.11 | 443 nessaging.engagement.office.com office 365
52341 a3

Packets Packets Activity (average 1s interval)

< - o
00 1856:05 18:58:10 582 30 18583 58:45 85655 185900 185905 1859:10 185915 18:59:20

Protocol : IPv4 TCP SSL
Flow Duration: 1min 16 s

Client-Server Bandwidth (avg): 42 B/s
Server-Client Bandwidth (avg): 89 B/s

Payload Bytes (total): 8.44 KB

Initial Round Trip Time (RTT): 230 me
r Latency (min): 228 ms
r Latency (avg): s
Server Latency (max): 229 ms
Total Transaction Time (TTT) (min): 23
Total Transaction Time (TTT) (ave
Total Transaction Time (TTT) (m

Bandwidth

Host Bandwidth (average 1s interval)

Figure 7: TCP Flow Detail dashboard.

Since, according to the descending list of iRTT in the TCP Analysis dashboard, only this one server has such a high initial round trip
time in the specified time window, and other target servers in the same autonomous system from Microsoft are considerably lower, it
can be assumed that there is a performance problem bottleneck in the network connection to the server in the Microsoft network or
a bottleneck on the server itself. However, since the server latency is roughly in the same range as the iRTT according to the informa-
tion in the Flow Detail dashboard, it can be assumed that there is a high latency in the connection of this server at Microsoft. This is
because when there is a performance bottleneck on the server, the iRTT is usually in the normal range, but the server latency is very

high. The behavior shown resulted in a sluggish application.

However, sluggish applications can also have TCP retransmissions due to packet loss or sluggish servers or clients. To evaluate these,

we return to the TCP Analysis dashboard.

In this dashboard, we now filter based on the server’s destination IP address by hovering over

the destination IP address and clicking the + icon to activate the filter.

88 TCP Analysis % <& S © 2023-03-071 t0.202:

©  Fiter  APPLICATION Office3s5 AND IP_SRC 19216817826 + OR + OR T . B [max3491MIBl b4 = Navigate

Client IP Filte for value SeTve: untry s or R Duration

192.168.178.26 5211123211 US  messaging.engagement offi 1.28 min

192.168.178.26 52.113.194.132 s 3 3 175 1.17 min

Figure 8: Creating a filter on the server IP address 52.111.232.11 by clicking the + symbol next to the IP address.
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After setting the filter, we look at the TCP Retransmission graph at the bottom of the dashboard. Here, we can see that there were
client-side retransmissions in the same time period. This means that the client either did not receive the requested data or acknowl-
edgments (ACKs) or received them late and therefore started a retransmission. An analysis at other points of the communication path

would have to provide precise information about where the error originated.

~ TCP - Retransmission

Retransmission (per 1s interval)

Figure 9: TCP retransmission graph of the filtered connection.

The Application Overview dashboard can also provide a further indication of sluggish applications. In this dashboard, different applica-
tions, such as Microsoft Teams in the example shown, can be filtered based on a pie chart and displayed with bandwidth and latency

in different graphs and tables.

Figure 10: Application Overview dashboard with bandwidth graphs, filtering option based on a pie chart, and a tabular
latency overview.

Another error pattern was that the application froze intermittently. A possible cause for a freezing application can be TCP Zero Win-
dows. This means that the packet was delivered on the network side but could not be retrieved by the application from the TCP/IP
stack of the operating system. Consequently, the TCP/IP stack signals this to the remote peer. The cause of such behavior is a perfor-
mance bottleneck at the sender of the Zero Windows. We can then drill down to narrow the scope of the Zero Window message and

then filter the flows. In the Zero Windows plot below, we can see at what times these occurred.
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v TCP - Zero Windowing

Zero Windowing packets (per 10s interval)

—ZW events

Figure 11: Representation of TCP Zero Window messages.

To detect who sent the Zero Window message, there is then the possibility of a PCAPNG download via the arrow button

on the left in the image below.

Using the display filter ‘tcp.analysis.zero_window' in Wireshark, it is very easy to determine

the sender of the Zero Window.

Download this flow : Client IP Server IP  Server IP Country

¥ o 192.168.178.26 142.250.185.196 us

Figure 12: Download a PCAPNG file for analysis in Wireshark



About the IOTA Solution O

The IOTA provides an integrated recording and analysis platform for networks. Based on intuitive dashboards,
it is possible to apply performant and diverse filters to determine the root cause of the faulty communication

relationship and consequently shorten the mean-time-to-repair. The application intelligence also helps

to pre-filter data flows according to the application used.
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