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INTRODUCTION

A while ago | wrote a post for LoveMyTool about how | managed to
power my Garland Gigabit TAP with a USB cable, which got me into

a discussion about the Profitap USB3 device on Linkedin. | had used
100Mbit USB2 Profitap devices before and had some issues with it on
Linux, so | was a bit skeptical towards the new ProfiShark 1G as well,
In the end, the nice people at Profitap offered to send me a sample
to see how it performed, and | am always happy to get my hands on
interesting capture solutions to see how they perform,
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The ProfiShark 1G is a pretty small and portable aggregation TAP,
which means that it combines receive and transmit (RX/TX) of a link
into a single stream of packets which is then captured by the analyz-
er. Other than all the TAPs | own it is unique in the way it transports
the network frames to the PC, because instead of RJ54 based network
cards it uses a USB3 connection. While this may seem odd it has

a couple of advantages (as long as the PC has a USB3 port, which
should be pretty common by now). There are also a few minor disad-
vantages, if you want to call them that.



ADVANTAGES

Supports Wireshark and other tools

The ProfiShark 1G appears as a capture card in Wireshark/tshark/dumpcap as soon as you installed the ProfiShark driv-
er and restarted the NPF driver to have it detect the new device (either by rebooting or doing a “net stop npf" and “net
start npf"). The latest driver installer version will do this automatically, while the one | had didn't yet.

USB 3 powered

The USB3 port powers the TAP without the need of an additional power source during the capture, so you don't need
to find a power socket for an additional power supply. This is pretty useful when you're using a laptop and don't have
additional power sockets available (and boy, do we all have been in that kind of situation at customer sites)

Lossless Full Duplex Link aggregation

USB3 has a total throughput of up to 5 GBit/s, so it has no trouble transporting the combined 2GBit/s of a fully utilized
duplex Gigabit link to the analyzer without dropping frames due to overload, which an aggregation TAP normally can't
achieve over a single RJ45 connector. In all my tests the TAP did not drop a single frame, no matter how much load | put
on the link.

USB utility

The ProfiShark 1G comes with a USB utility that allows seeing the status and configuring the TAP in an easy way.

e R————NNey=_uaSSSENNSSSSSSSSSSSSSSSSSSSSBE———————§8§—§§—§—§§—§88£G8G8S
iCourters | Graphs | Meters [ Log [ Features [ Capture|
Courters Controls Fort A Port B
Total Rate {/s) Percentage Total Rate (/s) Percentage
size < 64 bytes 0 - - size < 64 bytes 0 0
Clear B B4« size < 1518 604.381 0 Bdcsize <1518 1.207.227 2 100
size > 1518 bytes 0 0 size > 1518 bytes 0 0 0
Collisions 0 1) Collisions 0 1] 0
CRC Emors 0 0 CRC Emors 0 0 0
Jabbers 0 0 Jabbers ] ] 0
Valid Packets 604.381 0 Valid Packets 1207227 2 100
Invalid Packets 0 0 Invalid Packets ] 0 0
Total Bytes 38.716.367 0 a Total Byles 1.832.234 630 705 0

While I don't care about most of the status displays they may help at one point or another, but | could live without them.
More interesting are the capture options you can set, which I'll explain in greater detail later in this post. The utility can
also be used to capture packets directly, writing either PCAP, PCAPng or ERF files.



DISADVANTAGES

RI45 and SFP based professional capture devices

You can't use this TAP with capture devices that are purely RJ45 or GBic/SFP based. You'll need a device with an USB3
port for this TAP to work as intended. So if you're using a professional capture or security appliance equipped with
expensive FPGA based network capture cards this TAP is not for you.

External power

| already mentioned that one of the advantages of the TAP is that it draws power from USB3. The problem with that
occurred to me during a real world capture job | used the ProfiShark in. Imagine you're capturing in a cold, noisy data
center. You bring the laptop, insert the ProfiShark into the link, and start capturing. So far so good. Now, you need to
take a look at the packets after you ran some tests that should have reproduced the problem. Most likely you don't
want do to that standing in a data center row, with the laptop in your hands - instead, you'd go somewhere quiet
(and with big monitors to see as much as you can). Which means that the TAP will lose power as soon as you dis-
connect it. That is no problem as it will do a layer 1fallback, but it can interrupt the link for a short moment, and again
when you plug it back in.

The engineers have thought of that though, and provide an optional 5v connector to power the TAP without being
connected to USB - but you need to have an additional power supply for that. At least in my box there wasn't one. It's
not really a big thing, but something to consider in data center capture situations - most people do not like link down
synchronizations happening too many times in data centers ;-)
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IHE USB UTILITY

While it's nice to have the graphs and counters in the USB utility, it's real value is in the capture options it can configure
on the ProfiShark as well as the ability to write capture files without having to start dumpcap or Wireshark first. It also
allows updating the Firmware.

F "
) ProfiShark 1G - 1.0.6 o] )
P
| Counters I Graphs I Meters I Log | Features | Capture|

ProfiShark 1G Connected Link Up 1Gbit Full Duplex

Driver Version : 0.1.0.6 Software Dropped Packets: 0

SW Firmware Version : 0.1.2.0 Hardware Dropped Packets : 0

HW Firmware Version : 0005 Link Up Duration : 0:42:24

MAC Address : 00:04:a3:a7-#:3c Last Link Down Duration : G.484s

Firmware Update

| |[ Browse H Flash Fimware ]
| |
Capture Format
[ Enable timestamps [] Disable Port A
[C] Transmit CRC Erors [C] Disable Port B
7] Keep CRC32 Packet Slicing

Enable Timestamps

When enabling timestamp, the TAP adds an additional timestamp record trailing the Ethernet frame, which Wireshark
can decode as soon as you install the ProfiShark DLL into the plugins directory of Wireshark. This will give you a time-
stamp resolution of 8 nanoseconds instead of the normal PC milli- to microseconds.

Frame 18: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on inte|
B profishark-16
Timestamp: Dec 18, 2814 21:89:81.835183424 W. Eurcpe Standard Time
Timestamp: Dec 18, 2814 88:89:81.895183424 UTC
Ethernet II, Src: HewlettP_ce:bb:25 (d3:9d:67:ce:bb:25), Dst: PcEngine_32:f

[+ Tnternst Protocnl Wercinn A4 Sees 959 18 194 187 169 182 1924 187%  nDet- 1

If you don't install the plugin Wireshark will decode the bytes as VSS monitoring timestamps, which results in funny
values.

Transmit CRC Errors

With this setting the ProfiShark will accept and transfer broken frames to the capture PC, so you can record physical
problems that way. | tried but could not pick up any such frames, which speaks for the quality of my networks | guess.

Keep CRC3?2

As most of you know, normal PC captures do not keep the Ethernet FCS (a CRC32 checksum), which is why we almost

never the FCS in a capture. With this option the FCS is provided by the tap, so you can finally capture full frames of 1518
bytes and check the FCS. I had a little problem with this, but it was fixed in a new firmware sent to me on short notice

(which allowed me to test the firmware upgrade procedure, which worked without any problems).
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Disable Port A/ Display Port B

When either Port is disabled you'll not receive packets seen on that port. The communication on the link itself is not dis-
turbed, but the capture will only see on side of the conversations. | have no idea why anybody would want to do this, but
there is probably some reason for this setting. BTW, disabling both ports does in fact get you an empty capture file... :-)

Packet Slicing

Now this may be an interesting setting, as it limits the packets to a hard coded size of 128 bytes and cuts away the rest.
Many “intelligent” TAPs offer a feature like that to reduce the load on the capture device. The big problem with this is that
the analyzer only sees 128 bytes and doesn't know how big the frame really was. This is exactly what happens if you
choose to use Wireshark to capture like this, resulting in the problems we seen in the next screenshot:

MNo. FID  Source Destination Protocol Info Length Delta Time
e 18.129.1.21 18.129.1.17 2777+55792 [SYN] Seq=0 Win=£5535 Len=8 M55=1468 WS=4 SACK_PERM=1 EE ]

177 @ 18.129.1.17 18.129.1.21 TCP 5579242777 [SYN, ACK] Segq=8 Ack=1 Win=17928 Len=8 MS5=8968 SACK_PERM=1 W5=128 £6  @.@@peslEee
178 2 18.12%9.1.21 18.129.1.17 TCP 2777455792 [ACK] Seq=1 Ack=1 Win=262148 Len=8 68 2.e8ee02888
188 @ 18.125.1.17 18.125.1.21 FTP-DATA FTP Data: 74 bytes 128 @.8388c8888
181 2 18.129.1.17 18.129.1.21 FTP-DATA [TCP Previous segment not captured] FTP Data: 74 bytes 128 2.89e883098
182 2 18.129.1.17 18.129.1.21 FTP-DATA [TCP Previous segment not captured] FTP Data: 74 bytes 128 2.gea221ae2
183 2 18.129.1.17 18.129.1.21 FTP-DATA [TCP Previous segment not captured] FTP Data: 74 bytes 128 2.8eaes828e8
184 2 12.129.1.17 18.129.1.21 FTP-DATA [TCP Previous segment not captured] FTP Data: 74 bytes 128 2.g22221222
185 2 18.129.1.17 12.129.1.21 FTP-DATA [TCP Previous segment not captured] FTP Data: 74 bytes 128 2.egasal2a8
186 2 18.129.1.17 18.129.1.21 FTP-DATA [TCP Previous segment not captured] FTP Data: 74 bytes 128 2.8gee8828e8
187 @ 18.129.1.17 18.129.1.21 FTP-DATA [TCP Previous segment not captured] FTP Data: 74 bytes 128 2.geeselaee
188 2 18.129.1.17 18.129.1.21 FTP-DATA [TCP Previous segment not captured] FTP Data: 74 bytes 128 2.880881888
129 @ 18.129.1.17 18.129.1.21 FTP-DATA [TCP Previous segment not captured] FTP Data: 74 bytes 128 2.goa202002
132 2 18.129.1.21 12.129.1.17 TCP [TCP ACKed unseen segment] 2777+55792 [ACK] Seg=1 Ack=2921 Win=262142 Len=e &2 2.egg2delaae
151 @ 18.129.1.21 18.129.1.17 TCP 2777455792 [ACK] Seg=1 Ack=5841 Win=262148 Len=2 2] @.2ga882888
192 2 18.129.1.17 18.129.1.21 FTP-DATA [TCP Previous segment not captured] FTP Data: 74 bytes 128 2.eaesa1ae8
193 2 18.129.1.17 18.129.1.21 FTP-DATA [TCP Previous segment not captured] FTP Data: 74 bytes 128 2.g2e221aee
194 2 18.129.1.17 12.129.1.21 FTP-DATA [TCP Previous segment not captured] FTP Data: 74 bytes 128 2.egasal2a8
195 2 18.129.1.17 18.129.1.21 FTP-DATA [TCP Previous segment not captured] FTP Data: 74 bytes 128 2.8gee8828e8
1o A 4 a0 4 aa am a0n a a= zrn amm.rconn Farwl can g scle o9sa win acnsan 1an o n_ a

At first it seems like the TAP or the laptop dropped a ton of packets, but that's not the case. If you look at the packets
you'll see the problem (I hope):

Frame 188: 128 bytes on wire (1824 bits), 128 bytes captured (124 bits) or
Ethernet II, Src: IcpeElect_bf:18:78 (ee:es:9b:bf:18:78), Dst: Hewlettr ce:l
Internet Protocol version 4, Src: 18.129.1.17 (18.129.1.17), Dst: 18.129.1
= Transmissien Control Protocol, Src Port: 55792 (55792), Dst Port: 2777 (273

Source Port: 55792 (55792)

Destination Port: 2777 (2777)

[Stream index: 3]

[TCP Segment Len: 74]

Sequence number: 1 (relative sequence number)
[Hext sequence number: 75 (relative sequence number)]
Acknowledgment number: 1 {relative ack number})

Header Length: 2@ bytes
..., OB 2001 2000 = Flags: exele [ACK)
Window size wvalue: 148
[calculated window size: 17928]
[Window size scaling factor: 128]
Checksum: 8x@&76 [wvalldatlion disabled]
Urgent pointer: @
[SEQ/ACK analysis]
FTP Data (74 bytes data)

In frame 180, the “Next expected sequence number” is 75, because the frame only seems to carry 74 bytes of payload
(while it truth it had been 1460 bytes, which would mean that the next sequence is 1461). So when the next frame is
analyzed, Wireshark thinks that there is a gap:



Frame 181: 128 bytes on wire (1824 bits), 128 bytes captured (1824 bits) o
Ethernet II, Src: IcpElect bf:18:72 (ee:e8:9b:bf:18:78), Dst: HewlettP ce:
Internet Protocol version 4, Src: 18.129.1.17 (1€.129.1.17), Dst: 18.129.1
Transmission Centrol Protocol, Src Port: 55792 (55792}, Dst Port: 2777 (27
source Port: 55792 (55792)
Destination Port: 2777 (2777)
[Stream index: 3]
[TCP Segment Len: 74]
Sequence number: 1461 (relative sequence number)
[Hext sequence number: 1535 (relative sequence number}]
Acknowledgment number: 1 (relative ack number)
Header Length: 28 bytes
.... D202 9881 8888 = Flags: @xeld [ACK)
Window size wvalue: 148
[Calculated window size: 17928]
[Window size scaling facteor: 128]
Checksum: ex5ec3 [validatien disabled]
Urgent pointer: @
[SEQ/ACK analysis]
FTP Data (74 bytes data)

O0EEH

This is caused by the hard slicing at 128 bytes, and can't be helped because the TAP has no way of telling Wireshark the
real wire size. But fortunately there’s a workaround if you need this kind of feature: if you use the ProfiShark USB utility to
capture the packets, it will write the wire size to the ERF or PCAPng headers (which didn't work at first, but the firmware
update | mentioned fixed that, too). Problem solved.

FINAL WORDS

The ProfiShark 1G is an interesting device for laptop captures, because it is small and works with just an USB3 port while
doing aggregation without packet drops. It's not a TAP you want to put into your network permanently though, and |
don't think that's what it was designed for anyway. If you need TAPs to put in once and stay you are probably better off
with a RJ45 based TAP. Other than that, it's a useful TAP to carry in your laptop bag.
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